UNIX/Linux System Admin Proficiency Test KomsitR.net

UNIX/Linux for Enterprise Envir. 2/52

1. WAANULAZABLNETIUUIAUDY swap partition

swapinfo -h
pstat -sh

Swap parition WTlumdau Virtual Memory 1 Windows \{lufiu page file uag Milunidaaaanuan

#1309 1UNTEIA Main memory LHs

TULATEFNNEY RAM 128MB izt i Swap #2110 1.5-2 119921419 Main memory visaluaindn
S P VP » : 4 T
1GB dowAzasiuluidiuudousinisldaruigu rses Desktop YiLauIm 2 wihaes RAM ivesesiLl Application 16

17| urilAsas Server 1ilszunny 0.5 wihaes RAM

2. agunadvinludsAasutia Disk 1y partition

df -h

Tuusiaz partition Azl ANBIENIIUNUANANATW LN partition {uwuy read-mostly luanziiung
partition AaneruzLili write-mostly AatiinsuLs partition azdaalii File System anunsad5uusasaiagli
WunzantuLAazanEen1ulE wazazdaelif system fragmentation Tedinagyinuu partition ANN7@ew
\Hudauluy lailinsznuiu partition NEnnsauiiudoulng] wenainii n19dnlii partition 1 write-mostly a¢/ln&

Auravwes disk aziflunisivndss@nsninnismneulugaueg 1/0 15%?’15%8
3. WAAIDY System specific WAL Site-wide configuration

System configuration information ﬁiﬁd’]@:gmﬁﬂ”iﬁ /etc/rc.conf ﬁﬂ@:gﬂiﬁﬁjﬂ Boot OS lui
Q:@LL@?ZUUPWQT@%’N /etc/rc.conf WUNWNE override /etc/defaults/rc.conf MK /etc/rc.conf

flazifiu System specific information uifludayaanizaeamsadiug

Site-wide configuration 1flun13 config tAsassineTluszuulindaniu iWunsTAMIL Gateway 1iie
Router fivaginansiaune @519M8 /etc/re. conf. site TUNWNBLENLAL config NATe U&3 include WS
sananalu /etc/re. cont aliigniunendlaezes a1ntiuf sync Inanllgirsecauluszuy Tneldilsunsw

L1 rsync
sz lamiraanismiuuuiinean Overhead 114013 Maintenace se1ul4

BVUNHLFANT http://www.freebsd.org/doc/en/books/handbook/configtuning-core-configuration.html
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4. WAAITALANANNUFDAMNANNUEFTEWIN Jusr/localletc/* N /usrlocalletc/re.d/* Wag letcirc.d/*
® /etc/rc.d/*
Start/stop scripts for basic services and daemons

® /usr/local/etc/rc.d/*

Start/stop scripts for installed applications.

® /usr/local/etc/*

Configuration files for installed applications. May contain per-application subdirectories.
AITNUANGINAR /usr/local/ete/* U Configuration file dauguau-ilu Start/stop script

ANNENA USRS /etc/re.d/* WAy /usr/local/etc/rc.d/* Aa ANEY init azdinluiu

/etc/rc%QﬂzﬁﬂﬂTNﬁ/etc/rc.d/*ﬁﬂuu&qaﬁﬁﬂﬂhwg/usr/local/etc/rc.d/*%uuﬁ%u

ANUNHLAN hitp:/Avww.freebsd.org/doc/en/books/handbook/configtuning-configfiles.html

5. LAAYLAZABLNEANUNIEUDILARE Field LU /etc/crontab file

(2
o

Fnuuuraalndaz1l5innuun Environment variable 3 3 finsadl

1. sHELL - #nlin1vusdanld sh
2. pATH - #1lAmuA command siejiaziusiasdnefian Absolute path
3. HOME — 1 linvunazld Home directory 189usias user

' v
o o

ANIANUARALAZANFINFRIN179Y5U TnsAnan AN AaTl

min (0-59) hour (0-23) day of month (1-31) month (1-12) day of week (0-6)
e 4 e v

gNFIBENgANANINLALS 1

30 5 1 * * root periodic monthly

WNNBR9FUAAS ‘periodic monthly T 1 raw 5.30 2ewnimeunnt fudiia laildiunn 30 wiils

0 */5 * * * root /home/komsitr/myCommand

1
a

e fen195UAI4S home/komsit/myCommand’ 1)n°] 5 42 tH4ma1MNAT O

Cron {N1991147% 2 mode A8 system crontab WaZ user crontab Feazldauwnnsined field ‘who’ &ilu

system crontab AZ Run as any users widnflu user crontab azlyH field ©
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6. AMINIS install NDIS (Network Driver Interface Specification) Tmeieiny NDISulator

BN AN LA http://www.freebsd.org/doc/en/books/handbook/config-network-setup.html

7. WAAIN1991 Multiple IP Address (Virtual host)

N9 19 Server LasadiagngnNNsaNaaiiluraneEseald N linanisud /ete/re.conf Ingis Alias

v
=

Address a<lt Fatl

ifconfig fxpO="inet 10.1.1.1 netmask 255.255.255.0" WQIPQ?QW
ifconfig fxp0 aliasO="inet 10.1.1.2 netmask 255.255.255.255" A IP Ladlau

ifconfig fxp0 aliasl="inet 10.1.1.3 netmask 255.255.255.255" A IP Ladlau

o

Funmdn fxpo 1uTe Network interface 224w Tqanaas luinsaiuluumaziasas Widadaaa s

ifconfig -a nNaw uardll netmask 184 alias il 255.255.255.255 1iniiu

v v v
o

114 FreeBSD N34 IP Address azil Address 4347 lAiieauA Address Reawiniii daudnsiesnissa IP

ialeusiag Virtual Host anwnsnsalévane) IP Tnesiealiumsus aliaso, aliast liies) waviaiaaiiassiaitiaiy
8. letc/hosts ldvinazls 13iadl /etc/resolv.conf uaavilusdssasldan

® /etc/hosts -asimple text database reminiscent of the old Internet
NUTBNTLIG19 DNS 71U NIS Ve mapping T8 Domain iU [P Address

gansaralinstaiAsasdu 9lureuauununsdniiu IP Address

13aN19nUUA Local record tWalseudniaainisli query w1 IP Address g1 DNS wuudanaly

® /etc/resolv.conf -dictates how FreeBSD's resolver accesses the Internet Domain Name

2
a o

System (DNS) TR DNS Server aannunn 3 wiid iivawen13udas domain 13 IP Address

9. WAMINIS tune I1UIU process iiLilu 10,000 Taeld syscti(8)
sysctl kern.maxprocperuid=10000

10. @BuNaTY Soft update 11n"3 tune szuvLin InelEAA4 tunefs(8)
tunefs -n enable|disable /filesystem

Soft updates are an approach to maintaining disk integrity after a crash or power outage. Instead of

duplicating metadata writes in a journal, soft updates work by properly ordering the metadata writes to
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guarantee consistency after a crash. Like journaling, soft updates do not guarantee that no data will be lost,

but do make sure the filesystem is consistent.
An advantage is that it can be mounted immediately after a crash since there is no log replay.

AVUNHLAN http:/en.wikipedia.org/wiki/Soft updates

11. WARINIS M netstat(1) wazadue field BN 9)
netstat [-a]

1. Active Internet Connection
a. Proto - Protocol mgﬁ
b. Recv-Q - 41uau byte Aldsunsue Tl
c. Send-Q-Aa1ulu byte 7 Remote host £41a{ ack
d. Local Address
e. Foreign Address
f.  State
2. Active UNIX Domain sockets
a. Address - ?7?
b. Type — Uszlnnaas socket
c. Inode-??
d. Conn-77?
e. Refs-7??
f. Nextref - ??

g. Path

12. Bootstrap Aaazls 1igndasiy BIOS waz MBR agndls

(2
o

Bootstrap Af the process of loading an operating system Tmel FreeBSD udsaaniilu 3 dunaussil

1. Tam BIOS wiNa Initialize H/W
2. uam First track of disk0 %9@ Master Boot Record (MBR) tia5ulilsunssuidn amnumia OS

3. uansa OS
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13. Boot flag —s T4vinazls nanatasls

Boot 11 single-user mode ﬁﬂﬁmmsmﬁt}“l%mm:uui’oﬁl,ﬁmmmﬁm A8 super user @ Maintenance

<oy )
TTULN MR UMANIAL L1

1. n19R89N13 Exclusive access @11 shared resource Waning fsck (scan disk) TIHa un-mount
N
2. N17 Reset root’s password

3. Security purpose - Service fin AL network Az laignu vinliiaansizainnissunauann

NEUN

14. shutdown A1447N halt command agn4ls

shutdown —-h now

' (2
o

shutdown @ unndsulfvainvananan muﬁqms reboot WA halt &8 WANANU shutdown

v '
o

A1N170AA9a1289A K9 L8 Tnnsude User anantin uaziinng Cleanly closing service

15. WAMIN5 LD chpass(1)

chpass [ username ]

U2
o

\Huandaivauiila User profile Tnafinlsinsan username aziflunisufiladiayases current user A1A3H

anunsn e uld 2 nael

1. Normal-user mode
ufflalfiannz User profile 1Aun %@-@Q@, Office location, Office/Home phone Wag Other
Information (WaN Gecos field Wae site specific user information)

2. Super-user mode
amnsnufideyalivnediauenimiiaainluy Normal-user mode 1§un Login, Password, UID, GID,

Home Directory, Shell, Account Expiration time waz Password Change time
16. W&AIN19 LT md5(1) lun199in file integrity check

md5 filepath

17. BUNEDIAMNANNUAETEUING DOS attack (Denial of Service) NUN1$A1NA Server fork

® inetd -c maximum

AMMUARUIL child-per-service AN default vl unlimited
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® inetd -C rate

AUUA max-connections-per-ip-per-minute

® inetd -R _rate

ANMUARIUIL maximum number 71 server A1U170N invoke 1611 1 Wi (0 An unlimited)

n19%1 DOS Attack ABN1744 Connection kA N4 Server §ind fork child process aanuLilu

a

AuuNIAu Memory vnn wazluiganiay halt 1l Fanisaninauau fork azdaedlasiulymald

BNLANLANT http://www.freebsd.org/doc/en/books/handbook/securing-freebsd.html

18. BEUNALATWARID9I8NINTzLULEIEN19 1A (DES/MD5/Blowfish) lunng Encrypt password

(2
o

H2 78 Aall
! g vas |
1. paweutisruuldianislee

cat /etc/login.conf | more

'
a

nadeuadllFes ) ludauaes default\ MA9" :passwd_format axdl value Miluli/lf 3 uuuae mds,

des WAy blf

2. §71 Password 284 User Autidingsianusluua)

chpass [ username ]
vi /etc/master.passwd

@‘ﬁ field password Tl
MD5 TuFUAIL $1$ BTl Blowfish Tufuiag $2a$ ywantuilu DES
19. LAMINTS LT AT ULARY USB device

camcontrol devlist

cat dmesg more

lasganaazidaniinlinien

20. WAAINTT T file system snapshots — mksnap_ffs(8)
mksnap ffs snapshot name

1£lnngn Snapshot 184 File system TnenAulin _Snaphost_name_
FAaBe19N1T LU
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mksnap ffs /usr/home/snapshot

az 1814 Snapshot 1893a System luinilan Image file 13

nAaes mount Ngdasyadngluy

mdconfig -a -t vnode - o readonly —-f /usr/home/snapshot
mount -o ro /dev/md0 /mnt/

d‘ v < %
wWaldiadanan unmount aan

umount /dev/mdo0
mdconfig -d -u O
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